AbuseShield

by NameBlock

The AbuseShield Protection Bundle

Addresses gaps in domain-blocking strategies with intelligent identification and
blocking of potentially malicious domains confusingly similar to a brand name, across

multiple domain extensions.

What is AbuseShield?

AbuseShield is an innovative service that uses nearly a decade of abuse
data and trends collected and analyzed, with 100M+ reports analyzed to
date, to prevent misuse of domain names that are confusingly similar to
domains and marks. By identifying, risk scoring and ultimately blocking
high-risk lookalike domains, AbuseShield is an efficient complement to any
modern brand protection strategy.
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AbuseShield now offers an exclusive protection package, spanning 40
domain extensions and erasing up to 20 000 likely entry points for
impersonation and abuse. Any additional ccTLD or gTLD onboarded with
AbuseShield during your subscription term is automatically added to your
package free of charge. Eligibility criteria apply, as outlined below.
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Key Features

More Than Just Homoglyphs

Identifying much more than than just homoglyphs, AbuseShield's
sophisticated and databacked algorithms can swiftly block a wider variety
of lookalike variants most likely to be exploited for malicious purposes,
such as launching phishing and impersonation attacks.

Unblock Anytime

Any blocked domain name variant can be unblocked, registered and used
by you at any time.

Fully Automated + Instant Variant Catcher

No decision needed by you to determine what to block - our extensive
abuse data and automation does all the work. Additionally, AbuseShield's
Instant Variant Catcher automatically monitors any identified risky variant
that is already registered or blocked, catches it if deleted and adds it to
your protection bundle.

Coverage Across 40 Extensions! ——p

Fixed Cost During Subscription Term

Order AbuseShield's Protection Bundle to secure your brand across 40
extensions, with any additional onboarded extensions being added
automatically during the term of your existing AbuseShield block.

Key Benefits

Future-Proofed Protection

Sign up and let AbuseShield handle the rest. Any new domain extensions
that are onboarded by AbuseShield during your annual subscription term
are automatically added to your protection package at no additional cost.

Strategy & Budget Friendly

Ensure a balanced and updated brand protection strategy, supported by
data. Prevent abuse efficiently with AbuseShield, utilize monitoring
services, defensively register selectively and free up budget to enforce on
relevant infringements.

Easy To Add Protection with Straightforward Eligibility

The AbuseShield Protection Package is exclusively available to SMD-File
holders.
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